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EFFICIENCY SETS IN A DISTRIBUTED
SYSTEM

BACKGROUND

[0001] The following description is provided to assist the
understanding of the reader. None of the information pro-
vided is admitted to be prior art.

[0002] In data storage architectures, a client’s data may be
stored in a volume. A unit of data, for example a file (or
object), is comprised of one or more storage units (e.g. bytes)
and can be stored and retrieved from a storage medium such
as disk or RAM in a variety of fashions. For example, disk
drives in storage systems are divided into logical blocks that
are addressed using logical block addresses (LBAs). As
another example, an entire file can be stored in a contiguous
range of addresses on the storage medium and be accessed
given the offset and length of the file. Most modern file
systems store files by dividing them into blocks or extents of
a fixed size, storing each block in a contiguous section of the
storage medium, and then maintaining a list or tree of the
blocks that correspond to each file. Some storage systems,
such as write-anywhere file layout (WAFL), logical volume
manager (LVM), or new technology file system (NTFS),
allow multiple objects to refer to the same blocks, typically
through a tree structure, to allow for efficient storage of pre-
vious versions or “snapshots” of the file system. In some
cases, data for a single file or object may be distributed
between multiple storage devices, either by a mechanism like
RAID which combines several smaller storage media into one
larger virtual device, or through a distributed storage system
such as Lustre, General Parallel File System, or GlusterFS.
[0003] During operation, volumes of data may be moved
between various clusters. For example, a volume may be
moved for performance or other maintenance purposes. Addi-
tionally, new volumes of data may be added or imported to a
storage system. However, the most efficient cluster on which
to move an existing volume or on which to import a new
volume needs to be determined by a system administrator.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The foregoing and other features of the present dis-
closure will become more fully apparent from the following
description and appended claims, taken in conjunction with
the accompanying drawings.

[0005] FIG. 1 depicts a distributed block level storage sys-
tem 100 in accordance with an illustrative implementation.
[0006] FIG.2a depicts efficiency sets in accordance with an
illustrative implementation.

[0007] FIG. 25 depicts efficiency sets in accordance with an
illustrative implementation.

[0008] FIG.2¢depicts efficiency sets in accordance with an
illustrative implementation.

[0009] FIG. 2d depicts efficiency sets in accordance with an
illustrative implementation.

[0010] FIG. 3 shows a flow diagram for determining an
efficiency set in accordance with an illustrative implementa-
tion.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS
Overview

[0011] Ingeneral, one innovative aspect of the subject mat-
ter described below can be embodied in a storage system
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comprising a server that has one or more processors. The one
or more processors are configured to determine a first effi-
ciency set for a first volume of data. To determine the first
efficiency set the one or more processors are configured to
select block identifiers for data blocks of the first volume,
wherein each block identifier is used to access a particular
data block corresponding to the first volume, and to apply a
mask to the selected block identifiers to mask at least one bit
of'each selected block identifier. The one or more processors
are further configured to compare the first efficiency set to a
second efficiency set for a second data store, and to approxi-
mate, based on the comparison, an amount of unique data
blocks of the first volume.

[0012] Another innovative aspect of the subject matter
described below can be embodied in a method comprising
determining a first efficiency set for a first volume of data of
a storage system. Determining the first efficiency set com-
prises selecting block identifiers for data blocks of the first
volume, wherein each block identifier is used to access a
particular data block corresponding to the first volume, and
applying a mask to the selected block identifiers to mask at
least one bit of each selected block identifier. The method
further comprises comparing the first efficiency set to a sec-
ond efficiency set for a second data store, and approximating,
based on the comparison, an amount of unique data blocks of
the first volume.

[0013] Another innovative aspect of the subject matter
described below can be embodied in a non-transitory com-
puter-readable medium having instructions stored thereon,
that when executed by a computing device cause the comput-
ing device to perform operations. The operations comprise
determining a first efficiency set for a first volume of data of
a storage system. Determining the first efficiency set com-
prises selecting block identifiers for data blocks of the first
volume, wherein each block identifier is used to access a
particular data block corresponding to the first volume, and
applying a mask to the selected block identifiers to mask at
least one bit of each selected block identifier. The operations
further comprises comparing the first efficiency set to a sec-
ond efficiency set for a second data store, and approximating,
based on the comparison, an amount of unique data blocks of
the first volume.

[0014] The foregoing summary is illustrative only and is
not intended to be in any way limiting. In addition to the
illustrative aspects, implementations, and features described
above, further aspects, implementations, and features will
become apparent by reference to the following drawings and
the detailed description.

DETAILED DESCRIPTION

[0015] Described herein are techniques for an incremental
block level backup system. In the following description, for
purposes of explanation, numerous examples and specific
details are set forth in order to provide a thorough understand-
ing of various implementations. Particular implementations
as defined by the claims may include some or all of the
features in these examples alone or in combination with other
features described below, and may further include modifica-
tions and equivalents of the features and concepts described
herein.

[0016]

[0017] FIG. 1 depicts a simplified system for a distributed
block level storage system 100 in accordance with an illus-

Storage System
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trative implementation. System 100 includes a client layer
102, a metadata layer 104, a block server layer 106, and
storage 116.

[0018] In general, client layer 102 includes one or more
clients 108a-108%. Clients 108 include client processes that
may exist on one or more physical machines. When the term
“client” is used in the disclosure, the action being performed
may be performed by a client process. A client process is
responsible for storing, retrieving, and deleting data in system
100. A client process may address pieces of data depending
on the nature of the storage system and the format of the data
stored. For example, the client process may reference data
using a client address. The client address may take different
forms. For example, in a storage system that uses file storage,
client 108 may reference a particular volume or partition, and
a file name. With object storage, the client address may be a
unique object name. For block storage, the client address may
be a volume or partition, and a block address. Clients 108
communicate with metadata layer 104 using different proto-
cols, such as small computer system interface (SCSI), Inter-
net small computer system interface (ISCSI), fibre channel
(FC), common Internet file system (CIFS), network file sys-
tem (NFS), hypertext transfer protocol (HTTP), hypertext
transfer protocol secure (HTTPS), web-based distributed
authoring and versioning (WebDAV), or a custom protocol.
[0019] Metadata layer 104 includes one or more metadata
servers 110a-110n. Performance managers 114 may be
located on metadata servers 110a-110z. Block server layer
106 includes one or more block servers 1124-112n. Block
servers 112a-112z are coupled to storage 116, which stores
volume data for clients 108. Each client 108 may be associ-
ated with a volume. In one implementation, only one client
108 accesses data in a volume; however, multiple clients 108
may access data in a single volume. Multiple volumes from
multiple users can be combined on a single storage system to
form a cluster of volumes.

[0020] Storage 116 can include multiple solid state drives
(SSDs). In one implementation, storage 116 can be a group of
individual drives coupled together via a network. In one
implementation, storage 116 uses solid state memory to store
persistent data. SSDs use microchips that store data in non-
volatile memory chips and contain no moving parts. One
consequence of this is that SSDs allow random access to data
in different drives in an optimized manner as compared to
drives with spinning disks. Read or write requests to non-
sequential portions of SSDs can be performed in a compa-
rable amount of time as compared to sequential read or write
requests. In contrast, if spinning disks were used, random
read/writes would not be efficient since inserting a read/write
head at various random locations to read data results in slower
data access than if the data is read from sequential locations.
Accordingly, using electromechanical disk storage can
require that a client’s volume of data be concentrated in a
small relatively sequential portion of the cluster to avoid
slower data access to non-sequential data. Using SSDs
removes this limitation.

[0021] In various implementations, non-sequentially stor-
ing data in storage 116 is based upon breaking data up into
one more storage units, e.g., data blocks. A data block, there-
fore, is the raw data for a volume and may be the smallest
addressable unit of data. The metadata layer 104 or the client
layer 102 can break data into data blocks. The data blocks can
then be stored on multiple block servers 112. Data blocks can
be of a fixed size, can be initially a fixed size but compressed,
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orcan be of a variable size. Datablocks can also be segmented
based on the contextual content of the block. For example,
data of a particular type may have a larger data block size
compared to other types of data. Maintaining segmentation of
the blocks on a write (and corresponding re-assembly on a
read) may occur in client layer 102 and/or metadata layer 104.
Also, compression may occur in client layer 102, metadata
layer 104, and/or block server layer 106.

[0022] In addition to storing data non-sequentially, data
blocks can be stored to achieve substantially even distribution
across the storage system. In various examples, even distri-
bution can be based upon a unique block identifier. A block
identifier can be an identifier that is determined based on the
content of the data block, such as by a hash of the content. The
block identifier is unique to that block of data. For example,
blocks with the same content have the same block identifier,
but blocks with different content have different block identi-
fiers. To achieve even distribution, the values of possible
unique identifiers can have a uniform distribution. Accord-
ingly, storing data blocks based upon the unique identifier, or
a portion of the unique identifier, results in the data being
stored substantially evenly across drives in the cluster. Fur-
thermore, data may be deduplicated in a cluster based on the
block identifiers. For example, if a first client and second
client each store the same data, the stored data can have the
same block identifier (as the block identifier is unique based
on the content of the data block). As a result, that particular
datablock need only be stored once in a cluster of storage 116,
as opposed to storing the data block separately for both the
first and second client. Thus, the amount of storage 116 in use
can be reduced by storing only unique data blocks. One effect
of dedupability of data is that the unique storage space used
by a volume compared to other volumes in a cluster cannot be
determined from the size of the volume. This is because a
volume may share its data with another volume in the cluster,
such that when the volume is deleted the data that is shared
will still remain in the cluster and available to the other
volume.

[0023] Because client data stored on block servers, e.g., a
volume associated with the client, is spread evenly across all
of the drives in the cluster, every drive in the cluster is
involved in the read and write paths of each volume. This
configuration balances the data and load across all of the
drives. This arrangement also removes hot spots within the
cluster, which can occur when client’s data is stored sequen-
tially on any volume.

[0024] Inaddition, having data spread evenly across drives
in the cluster allows a consistent total aggregate performance
of'a cluster to be defined and achieved. This aggregation can
be achieved, since data for each client is spread evenly
through the drives. Accordingly, a client’s I/O will involve all
the drives in the cluster. Since, all clients have their data
spread substantially evenly through all the drives in the stor-
age system, a performance of the system can be described in
aggregate as a single number, e.g., the sum of performance of
all the drives in the storage system.

[0025] Block servers 112 and metadata servers maintain a
mapping between a block identifier and the location of the
data block in a storage medium of block server 112. A volume
includes these unique and uniformly random identifiers, and
so a volume’s data is also evenly distributed throughout the
cluster.

[0026] Metadata layer 104 stores metadata that maps
between client layer 102 and block server layer 106. For
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example, metadata servers 110 map between the client
addressing used by clients 108 (e.g., file names, object names,
block numbers, etc.) and block layer addressing (e.g., block
identifiers) used in block server layer 106. In one embodi-
ment, the metadata includes a list of block identifiers that
identifies blocks in a volume. The list may be structured as an
ordered list corresponding to a list of blocks. The list may also
be structured as the leaves of a hash tree. The block identifiers
of'the metadata are the same block identifiers as used through-
out system 100 as described herein. Additional metadata may
also be included, such as inode numbers, directory pointers,
modification dates, file size, client addresses, list details, etc.
The block identifiers uniquely identify the data of a block and
are a hash based on the content of the data block. Clients 108
may perform access based on client addresses. However, as
described above, block servers 112 store data based upon
identifiers and do not store data based on client addresses.
Accordingly, a client can access data using a client address
which is eventually translated into the corresponding unique
identifiers that reference the client’s data in storage 116.
[0027] Although the parts of system 100 are shown as being
logically separate, entities may be combined in different fash-
ions. For example, the functions of any of the layers may be
combined into a single process or single machine (e.g., a
computing device) and multiple functions or all functions
may exist on one machine or across multiple machines. Also,
when operating across multiple machines, the machines may
communicate using a network interface, such as a local area
network (LAN) or a wide area network (WAN). In one imple-
mentation, one or more metadata servers 110 may be com-
bined with one or more block servers 112 in a single machine.
Entities in system 100 may be virtualized entities. For
example, multiple virtual block servers 112 may be included
on a machine. Entities may also be included in a cluster,
where computing resources of the cluster are virtualized such
that the computing resources appear as a single entity.

[0028] Efficiency Sets

[0029] As noted above, the unique data stored in a volume
compared to other volumes in a cluster cannot be determined
from the size of the volume. To calculate the precise amount
of unique data in a volume of a cluster requires determining
for each block identifier of the volume, if the block identifier
is used in any other volume in the cluster. Given the number
and size of block identifiers, the time and memory required to
calculate this number is not feasible. As described in greater
detail below, efficiency sets can be used to estimate the
uniqueness of a volume’s data compared with other volumes
ofdata. Oneuse of efficiency sets is to calculate an estimate of
an amount of unique data that would be freed up if the volume
was removed from the cluster. Other applications of effi-
ciency sets are described below.

[0030] One or more servers of a volume (e.g., servers of
metadata layer 104, block server layer 106, etc.) can be con-
figured to generate sets of masked block identifiers that cor-
respond to the data blocks of the volume. These efficiency sets
can be used to decrease computation time of various opera-
tions, such as estimating the uniqueness of a volume of data,
or determining on what cluster to import a new volume of
data. Each block identifier for a block of volume data can be
obtained, masked (e.g., via a bitwise OR operation, a bitwise
AND operation, changing a bit to become a “0” or “1”, or
otherwise), and form an efficiency set for a volume, as will be
described further below. In one embodiment, one or more bits
of a block identifier are masked to a binary “0”. In another
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embodiment, one or more bits of a block identifier are masked
to a binary “1”. In another embodiment, whether one or more
particular bits are masked to be “0” or “1” is random and
independent of a mask applied to other bits. For example, a
random seed may be used to generate a random number on
which an entire bitmask is based, or it may be used to ran-
domly determine whether a particular bit is masked to
become a “0” or “1”. In one embodiment, the amount of bits
to be masked in order to generate an efficiency set is increased
iteratively until a desired memory storage requirement and/or
computation requirement is met. For example, the size of a
bitmask (i.e., the number of bits being masked or the order of
the bitmask) may be increased until a resulting efficiency set
only requires a certain amount of memory space or compu-
tational resources to further process. Thus, each volume can
have a corresponding efficiency set based on its block iden-
tifiers and an applied mask. Additionally, efficiency sets can
be generated from block identifiers corresponding to multiple
volumes of'a cluster of data or the block identifiers of an entire
cluster. By creating and maintaining such efficiency sets,
multiple volumes (or clusters) of data may be quickly com-
pared to estimate amounts of unique data. In an illustrative
implementation, the dedupability of block data between two
or more volumes can be quickly approximated. For example,
a first efficiency set of a first volume (ES1) can be compared
to a second a second efficiency set of a second volume (ES2)
to estimate the amount of unique blocks stored by the first and
second volumes, which can be based on the amount of dupli-
cate entries between efficiency sets ES1 and ES2. A confi-
dencelevel of such an estimation may be determined based on
the size and type of mask applied to the block identifiers when
forming the efficiency sets. The above metrics may then be
used to approximate the effect of data between servers for
optimization or maintenance purposes. Additionally, by
masking the block identifiers, the memory footprint required
to calculate these metrics is reduced as compared to if
unmasked block identifiers were used in such calculations.
This is because after the application of the mask, duplicate
entries of masked block identifiers can be removed from an
efficiency set, and the number of entries in an efficiency set
for a volume (or cluster) will generally be less than the
amount of unmasked block identifiers for the same volume
(or cluster).

[0031] Referring to FIG. 2a, a diagram 200a of sample
efficiency sets (ES1 and ES2) is shown in accordance with an
illustrative implementation. Efficiency sets ES1 and ES2 are
generated from groups of block identifiers 202 and 204 of a
first and second volume, respectively. For explanatory pur-
poses, block identifiers are shown as 4-digit binary numbers.
However, any of the block identifiers as described herein may
be utilized. Accordingly, in column A, the sets of block iden-
tifiers 202 and 204 each consist of the block identifiers for the
corresponding volume. In other words, the block identifiers of
group 202 correspond to the data blocks of the first volume.
The block identifiers of group 204 correspond to the data
blocks of the second volume. In column B, a bitmask 206a
has been applied to block identifier groups 202 and 204 such
that the least significant bit of the block identifiers is masked
to become “0” (i.e., a bitwise AND of'the value “0” has been
applied to the first digit of each identifier). It should be under-
stood that the scope of the present disclosure is not limited to
a particular type of mask to be applied to groups of block
identifiers. For example, any one of the bits of the binary
representation of a block identifier may be masked to be set on



US 2015/0309733 Al

or off, and multiple bits may be masked at the same time. In
an illustrative implementation, the type of mask to be applied
may be selected based on the desired probability of accuracy
(e.g., confidence) an administrator requires in a resulting
efficiency set and in calculations using the efficiency set. For
example, as more bits are masked, the eftective level of pre-
cision of the bit identifiers is reduced, and the probability that
the group of masked bit identifiers is an accurate representa-
tion of volume data is reduced.

[0032] After bitmask 206« has been applied, the resulting
efficiency sets ES1 and ES2 may be seen with reference to
column C. As depicted, the application of bitmask 206a to
block identifiers group 202 resulted in a reduced set of
masked identifiers as compared to the entire group of block
identifiers. For example, block identifier “0111” of group 202
was masked to become “0110,” which was a duplicate entry in
group 202, column B. As a result, the efficiency set ES1 only
needs to store “0110” once, and the duplicate entry of “0110”
may be removed. Because of this, the memory footprint
required to store efficiency set ES1 is less than that of block
identifier group 202, because less entries are stored (i.e., six
entries in efficiency set ES1 of volume 1 as compared to seven
entries in block identifier group 202 for volume 1). Also as
shown, bitmask 2064 can also be applied to block identifier
group 204 (i.e. the block identifiers corresponding to the
second volume). As a result of bitmask 2064, efficiency set
ES2 is formed for the second volume, which consists of four
entries, as compared to seven entries in group 204.

[0033] After creating efficiency sets ES1 and ES2, these
efficiency sets can be compared to approximate the dedup-
ability (i.e. uniqueness) of data between volumes 1 and 2. Due
to the application of bitmask 206qa, a performance gain is
realized (and memory footprint is reduced) as there are less
overall values to be compared between efficiency sets ES1
and ES2 (as opposed to comparing all the block identifiers of
groups 202 and 204 for volumes 1 and 2). As indicated by
combined set 208a, there are eight unique masked block
identifiers between ES1 and ES2, and there are ten total
identifiers stored between ES1 and ES2. Thus, there are only
two values (“1000” and “1100”) that overlap between ES1
and ES2. This comparison indicates with a certain confidence
score based on bitmask 206a and the format of the block
identifiers, that there is a fair amount of unique data (i.e. not
significant dedupability) between volumes 1 and 2. Accord-
ingly, it can be estimated that if volumes 1 and 2 were to be
stored on the same cluster, that there would be only minimal
deduplication of data, as the majority of data blocks of vol-
umes 1 and 2 are unique. For example, an administrator may
perform such an estimation as he is maintaining the storage
system. As another example, the storage system may auto-
matically perform such an estimation as data is moved
throughout the storage system (e.g., when a volume is
imported or moved on to a cluster, etc.).

[0034] In one implementation, the mask used by an effi-
ciency set is dynamically generated in a known way. Because
application of the mask to block identifiers is lossy, the small-
est mask required to meet memory and/or computation
parameters can be preferred. In one implementation, a maxi-
mum number of block identifiers that can be stored in an
efficiency set is determined. For example, an administrator
can indicate that the efficiency set should be no larger than a
certain amount of memory. From this value, the number of
block identifiers that can be stored in the efficiency set can be
determined. Initially, no mask is needed. As block identifiers
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are added to the efficiency set, the size of the efficiency set can
be determined. If the size has reached its maximum size or is
close to its maximum size, the mask can be increased to mask
more bits. For example, initially a mask of 10 bits can be used.
When the efficiency set has reached its maximum size, the
mask can be increased to 11 bits, 12 bits, 15 bits, etc. Once the
mask has been increased, the mask can be reapplied to the
block identifiers already stored in the efficiency set and
masked with the previous mask. By applying the new mask,
previously stored block identifiers may be combined into a
single entry in the efficiency set based upon the application of
the new mask. This process can continue until all of the blocks
of a volume have been processed. Once the efficiency set is
created, information regarding the mask can be stored. For
example, the number of masked bits can be stored and/or the
mask itself can be stored.

[0035] Before two efficiency sets can be compared, the
efficiency sets must be masked in the same way. Accordingly,
in various embodiments mask generation is determinative,
such that masks of the same size will be identical. When two
efficiency sets have been generated using two differently
sized masks, the larger mask, e.g., the mask that masks the
most bits, can be reapplied to the efficiency set created with a
smaller mask to create a new efficiency set. The efficiency set
with the larger mask can then be compared with the new
efficiency set, since they are now using the same mask. The
new efficiency set can be generated directly from the original
efficiency set with the smaller mask without the need of
recreating a new efficiency set from the block identifiers of
the storage unit. This is because any larger mask will mask the
exact same bits as the smaller mask. Masking additional bits,
therefore, can be done to the efficiency set itself rather than
the reading the original block identifiers from the metadata.
Applying a larger mask to this efficiency set, therefore, is
similar to increasing the mask size during the generation of
the efficiency set.

[0036] Referring to FIG. 25, a diagram 2005 of sample
efficiency sets (ES3 and ES4) is shown in accordance with an
illustrative implementation. Efficiency sets ES3 and ES4 are
generated from groups of block identifiers 202 and 204 of a
first and second volume, respectively. In column A, the sets of
block identifiers 202 and 204 each consist of all of the block
identifiers for the corresponding volume. The block identifi-
ers of group 202 identify the data blocks of the first volume.
The block identifiers of group 204 identify the data blocks of
the second volume. In column B, a bitmask 2065 has been
applied to block identifier groups 202 and 204 such that the
third least significant bit of the block identifiers is masked to
become “0”. As compared to bitmask 206a, bitmask 2065 has
been applied to a different digit position of the block identi-
fiers. In an illustrative implementation, the location at which
to apply a bitmask can be specified by an administrator or via
configuration settings. After bitmask 2065 has been applied,
the resulting efficiency sets ES3 and ES4 may be seen with
reference to column C. As depicted, the application of bit-
mask 2065 to block identifiers group 202 resulted ina reduced
set of masked identifiers as compared to the entire group of
block identifiers (i.e., four entries in efficiency set ES3 as
compared to seven entries in group 202, and four entries in
efficiency set ES4 as compared to seven entries in group 204).
[0037] After creating efficiency sets ES3 and ES4 for vol-
umes 1 and 2, respectively, the efficiency sets can be com-
pared to approximate the dedupability (i.e. uniqueness) of
data between volumes 1 and 2 or to perform other calcula-
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tions. Combined set 2085 (e.g., the result of the comparison of
ES3 and ES4) can be analyzed to approximate the uniqueness
of volumes 1 and 2 as compared to each other.

[0038] Referring to FIG. 2¢, a diagram 200c¢ of sample
efficiency sets (ES5 and ES6) is shown in accordance with an
illustrative implementation. Efficiency sets ESS and ES6 are
generated from groups of block identifiers 202 and 204 of a
first and second volume, respectively. In column A, the sets of
block identifiers 202 and 204 each consist of the block iden-
tifiers for the corresponding volume. The block identifiers of
group 202 correspond to the data blocks of the first volume.
The block identifiers of group 204 correspond to the data
blocks ofthe second volume. In column B, a bitmask 206¢ has
been applied to block identifier groups 202 and 204 such that
the first and second bits of the block identifiers are masked to
become “00”. As compared to bitmasks 206a and 2065, bit-
mask 206c¢ masks a plurality of digits. Bitmask 206c may
consist of any number of bits to be masked at any digit
position. For example, bitmask 206¢ can mask the first and
third digits of a block identifier. As another example, bitmask
206¢ can mask the highest order digit, the lowest order digit,
and a middle ordered digit of a block identifier. After bitmask
206¢ has been applied, the resulting efficiency sets ES5 and
ES6 may be seen with reference to column C. As depicted, the
application of bitmask 206c¢ to block identifiers group 202
results in four entries in efficiency set ES5 and two entries in
efficiency set ES6. As discussed above, efficiency sets ESS
and ES6 can be compared to approximate the dedupability
(i.e. uniqueness) of data between volumes 1 and 2 or to
perform other calculations. However, as more bits were
masked as compared to the application of bitmask 206a or
2065, the precision of efficiency sets ES5 and ES6 has
decreased (i.e., how accurately ES5 and ES6 represent the
sets of bit identifiers of groups 202 and 204, respectively).
The combined set 208¢ may still be used in any of the analysis
discussed herein, although the approximations made based
on ESS5 or ES6 have a probability of accuracy that reflects the
decreased precision used.

[0039] Referring to FIG. 2d a diagram 2004 of sample
efficiency sets (ES7 and ES8) is shown in accordance with an
illustrative implementation. Efficiency sets ES7 and ES8 are
generated from groups of block identifiers 212 of a volume
and block identifiers 210 of a cluster. In column A, the set of
block identifiers 212 consists of all of the block identifiers for
the volume, and the volume may be part of the storage system
(e.g., storage system 100), or the volume may be external to
the storage system (e.g., a volume to be imported). The set of
block identifiers 210 can consist of the block identifiers of a
cluster. The block identifiers of the cluster may depend on the
type of operation being performed. In one embodiment, block
identifiers 210 include all of the identifiers of a cluster and the
volume is not part of the cluster. In this embodiment, it may be
useful to compare block identifiers 212 to block identifiers
210 to estimate the effect of moving the volume on to the
cluster. In another embodiment, block identifiers 210 include
all of the identifiers of a cluster except for the identifiers
corresponding to the volume, where the volume is already
part of the cluster. In this embodiment, it may be useful to
compare block identifiers 212 to block identifiers 210 to
estimate the uniqueness of the volume within the cluster. As
one example, based on the estimated uniqueness of the vol-
ume, an administrator can approximate the effect of removing
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the volume from the cluster (i.e., how much free space would
be gained as a result of removing the volume from the clus-
ter).

[0040] In column B, a bitmask 2064 has been applied to
block identifier group 212 such that the two least significant
bits of the block identifiers are masked to become “00”. Also,
a separate bitmask 206e has been applied to block identifier
group 210 such that the least significant bit of the block
identifiers are masked to become “0”. After bitmasks 2064
and 206¢ have been applied, the resulting efficiency sets ES7
and ES8 may be seen with reference to column C. As
depicted, the application of bitmask 2064 to block identifiers
group 212 resulted in four entries in efficiency set ES7. The
application of bitmask 206e to block identifiers group 210
resulted in six entries in efficiency set ES8. ES7 and ES8
cannot yet be compared to approximate the dedupability (i.e.
uniqueness) of data between the volume and the cluster data
because different bitmasks 2064 and 206e were applied to
groups 212 and 210, respectively. The resulting efficiency
sets can be normalized as to which bits were masked, prior to
comparison of the efficiency sets. In one embodiment, the
bitmasks are generated in a determinative manner, such that
bitmasks may differ in order. Higher order bitmasks where
more bits are masked can encompass lower order bitmasks
where fewer bits are masked. The order of a bitmask corre-
sponds to how many bits are masked by the bitmask. For
example, a higher order bitmask may be 8 bits in length (to be
applied to 8 random bits of the block identifiers), and a lower
order bitmask may be 4 bits in length (to be applied to four of
the eight random bits of the block identifiers of the higher
order bitmask). In such an embodiment, the higher order
bitmask may be retrieved (if stored) or determined from a first
efficiency set, and the higher order bitmask may then be
applied to a second efficiency set which originally had a lower
order bitmask applied. In this manner, the second efficiency
set will then have the same bitmask applied as the first effi-
ciency set, and further analysis may be performed. In an
alternative embodiment, a first efficiency set and a second
efficiency set can have differing bitmasks, where bits of an
arbitrary order were masked to create the first efficiency set
were not masked in the second efficiency set. In this embodi-
ment, the bit orders that were masked in the first set but not the
second can be determined, and those order bits can be masked
in the second efficiency set so that both sets have the same bits
masked. In the example depicted in FIG. 2d, bitmasks 2064
and 206e differ in order (i.e., bitmask 2064 is a higher order
mask that bitmask 206¢). Accordingly, as bitmask 2064
encompasses bitmask 206e, bitmask 2064 may be applied to
efficiency set ES8 to create efficiency set ES8'. In this manner,
efficiency sets ES7 and ES8' each have the same bitmask
applied, and efficiency sets ES7 and ES8' may then be com-
pared as discussed herein.

[0041] The combined set 2084 (the merged set of ES7 and
ES8') includes four entries and there are eight total entries in
ES7 and ES8' before merging. This comparison indicates that
there is a fair amount of duplicated data blocks shared
between the volume and the cluster, with a confidence based
on bitmask 2064 and the format of the block identifiers. Thus,
in an embodiment where volume 1 is an external volume, an
administrator can estimate that if the volume were imported
to the cluster, there would be significant deduplication of
data. Further, the efficiency set of the volume can be com-
pared to any number of efficiency sets of clusters of the
storage system so that the volume can be imported to the
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cluster with the highest estimated amount of deduplication. In
an embodiment where the volume is already part of a cluster,
an administrator can estimate the uniqueness of the volume in
the cluster. This is useful in determining how much physical
storage is used/required for the volume in the cluster. Further,
the administrator can determine if it would be beneficial to
move the volume to another cluster (e.g., by comparison the
efficiency sets of the volume and the second cluster) and
estimating the dedupability between the volume and the sec-
ond cluster.

[0042] Thus, efficiency sets as discussed are useful for a
variety of calculations and can be used to approximate the
outcome of moving/importing data throughout a storage sys-
tem. In an illustrative embodiment, an efficiency set is used to
approximate the uniqueness of a volume in a cluster by com-
paring the efficiency set to an efficiency set for all other
volumes in the cluster. For example, many volumes (e.g.,
volumes 1-4, etc.) may be part of a cluster. An administrator
of the storage system may desire to determine how much
unique data (i.e. how many unique data blocks and corre-
sponding block identifiers) is associated with a particular
volume. For example, the administrator may want to deter-
mine the uniqueness of volume 1. To do so, the efficiency set
of volume 1 can be determined. The efficiency set of all the
other volumes can also be determined (i.e. a combined effi-
ciency for volumes 2-4). The efficiency set of volume 1 can
then be compared to the combined efficiency set of volumes
2-4 to determine the amount of duplicate (and unique) entries
between the sets. The amount of duplicate (and unique)
entries between the efficiency sets approximates the unique-
ness of volume 1 within the cluster. However, as efficiency
sets were used, and such efficiency sets are condensed repre-
sentations of a volume (due to the applied mask), the approxi-
mation of uniqueness may be determined without having the
compare all of the actual block identifiers corresponding to
each volume.

[0043] In another illustrative embodiment, efficiency sets
may be used to determine metrics of the result of importing a
volume to the storage system. For example, if a client desires
to store a new volume of data in the system, an administrator
(or the storage system) can determine on what cluster to store
the imported volume by comparing the efficiency set of the
imported volume with the efficiency set of one or more target
clusters. By doing so, the approximate uniqueness of the
imported volume as compared to the various target clusters
can be calculated. For example, if the result of comparing the
efficiency sets indicates that the imported volume contains a
high percentage of unique data compared to a first cluster, and
the imported volume contains a low percentage of unique data
compared a second cluster, it may be desirable to import the
volume to be stored on the second cluster. Since the imported
volume data is not overly unique as compared to the second
cluster data, a higher percentage of data blocks can be dedu-
plicated when imported. In this manner, less overall physical
storage is required to store the imported volume because a
high percentage of data blocks of the imported volume are
already being stored on the second cluster.

[0044] Any of the efficiency sets disclosed herein may be
stored for later retrieval, may be generated on demand, or may
be generated in response to a certain triggering event. In an
illustrative embodiment, an efficiency set can be stored as a
file (e.g., ahidden file, a configuration file, etc.) by a server of
a volume (e.g., a server of metadata layer 104, block server
layer 106, etc.). An efficiency set may also be stored tempo-

Oct. 29, 2015

rarily in memory, and then may be written to disk or dis-
carded. In another illustrative embodiment, an efficiency set
may be generated in response to an administrator’s request. In
another illustrative embodiment, an efficiency set may be
generated and stored for a volume according to a schedule.
Additionally, a bitmask or an indication of bits that were
masked (e.g., a formula, a bitmask function, etc.) may be
stored. For example, a bitmask may be stored along with a
stored efficiency set, or a bitmask may be stored separately
and linked to one or more efficiency sets.

[0045] FIG. 3 shows a flow diagram 300 for generating and
comparing efficiency sets in accordance with an illustrative
implementation. A first efficiency set can be determined for a
first volume (302); the first volume may be internal or external
to the storage system. To determine the efficiency set, a mask
is applied to the set of block identifiers of the first volume.
Any duplicate values may be removed from the set or other-
wise ignored. The first efficiency set can be compared to at
least one other efficiency set (which has the same mask
applied) (304) to determine similarities and differences
between the efficiency sets. Accordingly, it can be determined
which entries of the efficiency sets are duplicative or unique
between the efficiency sets (e.g., how many entries match
between two or more efficiency sets after a bitmask has been
applied). However, if the bitmask used for the first efficiency
set differs from the bitmask used in the other efficiency set,
either bitmask may be reapplied to the first or other efficiency
sets so that the first and other efficiency sets will have the
same masks applied. The selection of which bitmask to reap-
ply may be based on which bitmask has the highest order. For
example, a 32-bit bitmask may be retrieved or determined
from the first efficiency set and then reapplied to the other
efficiency set (which may have originally had a different
16-bit bitmask applied). In one embodiment, the other effi-
ciency set is for a second volume. In another embodiment, the
other efficiency set is for a cluster of volumes. In another
embodiment, the first efficiency set can be compared to a
plurality of other efficiency sets, each corresponding to dif-
ferent volumes or clusters. Based on the amount of duplicate
entries between the efficiency sets an amount of unique data
blocks of the first volume is approximated (306). Depending
on the result, action may be taken (308). For example, a
cluster on which to import or move a volume may be deter-
mined, and the volume may then be imported or moved to the
appropriate cluster. As another example, the amount of physi-
cal space used by a volume on a cluster can be determined,
and it can be determined whether it would be beneficial to
move the volume from the cluster.

[0046] One or more flow diagrams have been used herein.
The use of flow diagrams is not meant to be limiting with
respect to the order of operations performed. The herein-
described subject matter sometimes illustrates different com-
ponents contained within, or connected with, different other
components. It is to be understood that such depicted archi-
tectures are merely examples, and that in fact many other
architectures can be implemented which achieve the same
functionality. In a conceptual sense, any arrangement of com-
ponents to achieve the same functionality is effectively “asso-
ciated” such that the desired functionality is achieved. Hence,
any two components herein combined to achieve a particular
functionality can be seen as “associated with” each other such
that the desired functionality is achieved, irrespective of
architectures or intermedial components. Likewise, any two
components so associated can also be viewed as being “oper-
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ably connected,” or “operably coupled,” to each other to
achieve the desired functionality, and any two components
capable of being so associated can also be viewed as being
“operably couplable” to each other to achieve the desired
functionality. Specific examples of operably couplable
include but are not limited to physically mateable and/or
physically interacting components and/or wirelessly inter-
actable and/or wirelessly interacting components and/or logi-
cally interacting and/or logically interactable components.

[0047] With respect to the use of substantially any plural
and/or singular terms herein, those having skill in the art can
translate from the plural to the singular and/or from the sin-
gular to the plural as is appropriate to the context and/or
application. The various singular/plural permutations may be
expressly set forth herein for sake of clarity.

[0048] It will be understood by those within the art that, in
general, terms used herein, and especially in the appended
claims (e.g., bodies of the appended claims) are generally
intended as “open” terms (e.g., the term “including” should
be interpreted as “including but not limited to,” the term
“having” should be interpreted as “having at least,” the term
“includes” should be interpreted as “includes but is not lim-
ited to,” etc.). It will be further understood by those within the
art that if a specific number of an introduced claim recitation
is intended, such an intent will be explicitly recited in the
claim, and in the absence of such recitation no such intent is
present. For example, as an aid to understanding, the follow-
ing appended claims may contain usage of the introductory
phrases “at least one” and “one or more” to introduce claim
recitations. However, the use of such phrases should not be
construed to imply that the introduction of a claim recitation
by the indefinite articles “a” or “an” limits any particular
claim containing such introduced claim recitation to inven-
tions containing only one such recitation, even when the same
claim includes the introductory phrases “one or more” or “at
least one” and indefinite articles such as “a” or “an” (e.g., “a”
and/or “an” should typically be interpreted to mean “at least
one” or “one or more”); the same holds true for the use of
definite articles used to introduce claim recitations. In addi-
tion, even if a specific number of an introduced claim recita-
tion is explicitly recited, those skilled in the art will recognize
that such recitation should typically be interpreted to mean at
least the recited number (e.g., the bare recitation of “two
recitations,” without other modifiers, typically means at least
two recitations, or two or more recitations). Furthermore, in
those instances where a convention analogous to “at least one
of' A, B, and C, etc.” is used, in general such a construction is
intended in the sense one having skill in the art would under-
stand the convention (e.g., “a system having at least one of A,
B, and C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
In those instances where a convention analogous to “at least
oneof A, B, or C, etc.” is used, in general such a construction
is intended in the sense one having skill in the art would
understand the convention (e.g., “a system having at least one
of'A, B, or C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
It will be further understood by those within the art that
virtually any disjunctive word and/or phrase presenting two
or more alternative terms, whether in the description, claims,
or drawings, should be understood to contemplate the possi-
bilities of including one of the terms, either of the terms, or
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both terms. For example, the phrase “A or B” will be under-
stood to include the possibilities of “A” or “B” or “A and B.”
[0049] The foregoing description of illustrative implemen-
tations has been presented for purposes of illustration and of
description. It is not intended to be exhaustive or limiting with
respect to the precise form disclosed, and modifications and
variations are possible in light of the above teachings or may
be acquired from practice of the disclosed implementations. It
is intended that the scope of the invention be defined by the
claims appended hereto and their equivalents.

What is claimed is:

1. A storage system comprising:

a server comprising one or more processors configured to:

determine a first efficiency set for a first volume of data,
wherein to determine the first efficiency set the one or
more processors are configured to:
select block identifiers for data blocks of the first
volume, wherein each block identifier is used to
access a particular data block corresponding to the
first volume; and
apply a first mask to the selected block identifiers to
mask at least one bit of each selected block identi-
fier;
compare the first efficiency set to a second efficiency set
for a second data store, wherein the second efficiency
set is generated with a second mask; and
approximate, based on the comparison, an amount of
unique data blocks of the first volume.

2. The storage system of claim 1, wherein the second data
store is a second volume of data within the storage system.

3. The storage system of claim 1, wherein the second data
store is a cluster comprising multiple volumes of data within
the storage system.

4. The storage system of claim 1, wherein the second data
store is a second volume of data that is external to the storage
system.

5. The storage system of claim 4, wherein the one or more
processors are further configured to import, based on the
comparison, the second volume to a cluster of the storage
system in order to maximize dedupability of data of the sec-
ond volume.

6. The storage system of claim 1, wherein the one or more
processors are further configured to:

compare the first efficiency set to a plurality of efficiency

sets, wherein each of the plurality of efficiency sets
corresponds to a particular cluster of the storage system;
and

determine, based on the comparison of the first efficiency

set to the plurality of efficiency sets, a cluster on which
to move the first volume in order to maximize dedup-
ability of data of the first volume.

7. The storage system of claim 6, wherein the one or more
processors are further configured to move the first volume of
data on to the determined cluster.

8. The storage system of claim 1, wherein the one or more
processors are further configured to:

determine whether the first mask differs from the second

mask; and

responsive to determining that the first mask differs from

the second mask, apply the first mask to block identifiers
of the second efficiency set prior to comparing the first
efficiency set to the second efficiency, wherein the first
mask masks more bits than the second mask.
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9. The storage system of claim 1, wherein each block
identifier is unique, and wherein each block identifier com-
prises a hash of a particular data block of the storage system.

10. A method comprising:

determining, using one or more processors, a first effi-

ciency set for a first volume of data of a storage system,

wherein determining the first efficiency set comprises:

selecting block identifiers for data blocks of the first
volume, wherein each block identifier is used to
access a particular data block corresponding to the
first volume; and

applying a first mask to the selected block identifiers to
mask at least one bit of each selected block identifier;

comparing the first efficiency set to a second efficiency set

for a second data store, wherein the second efficiency set

is generated with a second mask; and

approximating, based on the comparison, an amount of

unique data blocks of the first volume.

11. The method of claim 10, wherein the second data store
is a second volume of data within the storage system.

12. The method of claim 10, wherein the second data store
is a cluster comprising multiple volumes of data within the
storage system.

13. The method of claim 10, wherein the second data store
is a second volume of data that is external to the storage
system.

14. The method of claim 13, further comprising importing,
based on the comparison, the second volume to a cluster of the
storage system in order to maximize dedupability of data of
the second volume.

15. The method of claim 10, further comprising:

comparing the first efficiency set to a plurality of efficiency

sets, wherein each of the plurality of efficiency sets
corresponds to a particular cluster of the storage system;
and

determining, based on the comparison of the first efficiency

set to the plurality of efficiency sets, a cluster on which
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to move the first volume in order to maximize dedup-
ability of data of the first volume.

16. The method of claim 15, further comprising moving the
first volume of data on to the determined cluster.

17. The method of claim 10, further comprising:

determining whether the first mask differs from the second

mask; and

responsive to determining that the first mask differs from

the second mask, applying the first mask to block iden-
tifiers of the second efficiency set prior to comparing the
first efficiency set to the second efficiency, wherein the
first mask masks more bits than the second mask.

18. The method of claim 10, wherein each block identifier
is unique, and wherein each block identifier comprises a hash
of a particular data block of the storage system.

19. A non-transitory computer-readable medium having
instructions stored thereon, that when executed by a comput-
ing device cause the computing device to perform operations
comprising:

determining a first efficiency set for a first volume of data of

a storage system, wherein determining the first effi-

ciency set comprises:

selecting block identifiers for data blocks of the first
volume, wherein each block identifier is used to
access a particular data block corresponding to the
first volume; and

applying a first mask to the selected block identifiers to
mask at least one bit of each selected block identifier;

comparing the first efficiency set to a second efficiency set

for a second data store; and

approximating, based on the comparison, an amount of

unique data blocks of the first volume.

20. The non-transitory computer-readable medium of
claim 19, wherein each block identifier is unique, and
wherein each block identifier comprises a hash of a particular
data block of the storage system.
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